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Abstract

This paper analyzes the effects of electrocardiogram, electromyogram, respiration, hand and foot galvanic skin response
signals on biometric identification using the features extracted through a similar process, which the author has previously
introduced for drivers’ distress recognition. This process consists of time-domain statistical feature extraction and a
subspace-based feature selection. The utilization of subspace features is observed to increase the identification accuracy
and decrease the execution time. Besides, the foot galvanic skin response signal is found to be more sensitive to identi-
fication among other signals, and increased stress level causes increased false negativity and hence decreased accuracy.
These outcomes show that driver identification can be achieved by a process similar to the previously proposed for distress
recognition, even using just one wearable technology without the need for any other equipment, and thus give the
possibility to realize driver-customized infotainment and vehicle security applications using a single system.

Keywords Biometric identification - Feature extraction - Statistical features - Subspace decomposition - Classification

1 Introduction

The widespread use of biometric identification systems not
only in security systems but also in daily routines such as
public services, banking transactions, and patient follow-up
increased the importance of studies on these systems.
Although these studies can be analyzed based on what the
person knows, what the person has, or who the person is,
the “who the person is” policy is found to be more reliable
for identification rather than the other two policies since the
access security of the relevant systems can easily decrease
in case of information and/or instrument. On the other side,
quantitatively measurable biometric characteristics that
exist in all people but with individual differences are uti-
lized for the “who the person is” policy.

The biometric systems implemented on the “who the
person is” policy conventionally use the physiological or
behavioral characteristics, and alternatively cognitive
characteristics, on the basis of what the person thinks. This
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paper focuses on the “who the person is” policy using
physiological characteristics. Among these characteristics,
fingerprint analysis (Cao and Jain 2019; Zeng et al. 2019;
Chen et al. 2022) leads the face (Yang et al. 2007; Gowda
et al. 2018; Zangeneh et al. 2020; Ferrari et al. 2021; Zhang
et al. 2022), retina (Farzin et al. 2008; Rani and Rani 2019),
iris (Ananth 2017; Park et al. 2018; Ahmadi and Akbar-
izadeh 2020), palm vein (Yang et al. 2007; Ali and Razuqi
2017), finger vein (Qin et al. 2017), hand geometry (Kan-
hangad et al. 2011; Ramalho et al. 2012), hand vein (Wang
et al. 2015), ear shape (Prakash and Gupta 2014), and eye
gesture (Lyamin and Cherepovskaya 2017) biometrics, for
identification. These studies have spread to a wider area
with the use of electrocardiogram (ECG) (Aleméan-Soler
et al. 2016; Alonso et al. 2016; Rezgui and Lachiri 2016;
Lei et al. 2016; Wieclaw et al. 2017; Blasco and Peris-
Lopez 2018; Labati et al. 2019; Abdeldayem and Bourlai
2020; Choi et al. 2020, 2021, 2022a; Kim et al. 2020a, b;
Hwang et al. 2021; Srivastva et al. 2021, 2022; Zhou et al.
2021; Pereira et al. 2022), electroencephalogram (EEG)
(Wang et al. 2020a; Zhang et al. 2020; Seha and Hatzi-
nakos 2020; Wilaiprasitporn et al. 2019; Jin et al. 2021),
Galvanic Skin Response (GSR) (Alonso et al. 2016; Blasco
and Peris-Lopez 2018), electromyogram (EMG) (Alonso
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et al. 2016; Kim and Pan 2017; Lee et al. 2017; Shin et al.
2017; Shioji et al. 2017, 2018; Morikawa et al. 2018; Lu
et al. 2019, 2020; Khan et al. 2020; Li et al. 2020; Jiang
et al. 2020; Pradhan et al. 2021; Choi et al. 2022a; Pleva
et al. 2022), and respiration (RESP) (Chauhan et al. 2017,
Liu et al. 2020; Wang et al. 2022a, b) measurements.
Studies using multiple signals for increased performance of
identification in terms of both stability and accuracy are
encountered in the literature (Aleman-Soler et al. 2016;
Alonso et al. 2016; Blasco and Peris-Lopez 2018; Choi
et al. 2022a).

The ECG signal is found to dominate the biometric
identification studies in the recent literature (Abdeldayem
and Bourlai 2020; Choi et al. 2020, 2021, 2022a, b; Kim
et al. 2020a; Hwang et al. 2021; Srivastva et al. 2021; Zhou
et al. 2021; Pereira et al. 2022; Srivastva et al. 2022) since
it is evaluated to be more robust to impostors due to its
physical contact requirement for measurement rather than
the traditional biometric characteristics such as fingerprint,
face, and iris (Nazmy et al. 2010; Dantcheva and Ross
2015; Kim et al. 2020a). Besides the advantages of an ECG
signal, like being a unique characteristic inside the body of
any individual and invulnerability to spoofing attempts, it
has significant disadvantages of being easily affected by
physiological and psychological conditions and corre-
spondingly fluctuating nonlinearly (Choi et al. 2020, 2021;
Hwang et al. 2021; Zhou et al. 2021). Studies in the related
literature try to compensate for this shortcoming by using
the ECG signals collected under various physiological/
psychological conditions (Choi et al. 2020, 2021; Zhou
et al. 2021; Hwang et al. 2021), normalizing the ECG
signals having different heart rate patterns (Lin et al. 2014;
Nobunaga et al. 2017; Choi et al. 2020, 2021; Hwang et al.
2021), or using the two-dimensional (2-D) representa-
tions (Kim et al. 2020b; Choi et al. 2022a, b) of ECG
signals.

An intelligent transport system (ITS) in vehicles is an
evolving subtopic of biometric systems consisting of dri-
ver-customized infotainment and vehicle security applica-
tions (Isikl1 Esener 2021; Choi et al. 2021, 2022b). These
applications include driver identification (Silva et al. 2012;
Pinto et al. 2017; Santos et al. 2018; Choi et al. 2021,
2022a, b), stress recognition (Sihem et al. 2019), stress-
level recognition (Munla et al. 2015; Isikli Esener 2021),
health condition recognition (Singh et al. 2016; He et al.
2019), mood/emotion recognition (He et al. 2019; Wang
et al. 2020b), fatigue recognition (Shiwu et al. 2011; Wang
et al. 2019), motion recognition (Kim and Choi 2019),
voice recognition (Song et al. 2016), and cognitive dis-
traction recognition (Miyaji et al. 2010a, b).

In the case of driving identification systems, the domi-
nance of ECG signal utilization and focus on increasing the
identification performance against the shortcomings of
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ECG signals by using their normalized (Choi et al. 2021) or
2-D transformed (Choi et al. 2022a, b) profiles are
observed as in overall biometric systems. Besides, Choi
et al. presented an increased accuracy when ECG and EMG
signals of drivers are used together instead of single-
handedly (Choi et al. 2022a).

In this study, identification performance improvement is
intended using multiple signals by removing the negative
effect of various stress states not only on heart rate but also
on all signals. In accordance with this intent, a feature
extraction scheme similar to the process, which the author
has previously introduced for drivers’ distress recognition
(Isikli Esener 2021), is examined for driver identification.
This scheme is applied to the ECG, EMG, RESP, Hand
GSR, and Foot GSR signals collected by Healey and Picard
(2005) in the publicly available MIT-BIH PhysioNet Multi-
parameter Database (Goldberger et al. 2000). The men-
tioned feature extraction process is composed of two pha-
ses (Isikli Esener 2021). The first phase is designed for
time-domain statistical feature extraction on the above
signals, while the second phase is for feature selection,
performing Discriminative Common Vector (DCV)
approach on the extracted features in the first phase. The
driver detection process in this paper is then defined as a
ten-class classification problem using both feature sets
obtained in each phase. The Fisher’s Linear Discriminant
Analysis (FLDA), Linear Discriminant Classifier (LDC),
Logistic Linear Classifier (LLC), and Random Forest (RF)
classifiers are performed via a fivefold cross-validation
technique in the classification stage.

Utilization of time-domain statistical features satisfies a
maximum of 98.30% accuracy for identification, while it is
increased to 100% by using subspace features in 11.31%
less execution time, using the RF classifier. The use of
DCV that projects the data into a subspace that is the same
within but different between classes, also enables the
projection of statistical features into a subspace that is
independent of the changeable stress levels, naturally.
Besides, since dimension reduction is achieved by sub-
space decomposition, the system complexity increment
caused by using multiple signals is also extenuated.

Besides analyzing all signals separate from each other,
the Foot GSR signal is determined as being more sensitive
to identification among other signals with an accuracy of
almost 98% using both statistical and subspace features. To
the best of the author’s knowledge, the Foot GSR signal is
introduced for biometric identification for the first time in
this study, and comparable accuracy is achieved.

Finally, the stress levels of drivers are studied in terms
of their effects on identification. This part of the study is
concluded by an increased false negativity and hence
decreased accuracy with the increment in stress level. The
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analysis of the effects of stress level on identification
indicates another novelty of this paper.

This paper is organized as follows: in the following
section, a literature overview related to this study is
introduced. In Sect. 3, the utilized database is described,
and technical information on the applied methods is given,
while the performed experimental studies, including fea-
ture extraction and classification processes, are explained
in detail in Sect. 4. In Sect. 5, the accomplished results are
discussed, and finally, in Sect. 6, the main conclusions are
indicated.

2 Literature overview

Although various biometric system studies have been car-
ried out based on the physiological signals utilized in this
study, the use of ECG signals is found to be more intense in
biometric authentication studies in the literature. The 2-D
image transformations of ECG signals take part in recent
related studies. Srivastva et al. experienced PlexNet
learning for an ECG-based authentication system on the
Check Your Biosignals Here initiative (CYBHi) and Phy-
sikalisch-Technische Bundesanstalt (PTB) datasets (Sri-
vastva et al. 2021). A zero-phase 4th-order bandpass filter
with cut-off frequencies of 0.5 and 30 Hz was utilized for
noise removal, and heartbeats were segmented as 700 ms-
length windows centered at R-peaks detected by Pan-
Tompkins algorithm (Pan and Tompkins 1985). The
sequential three z-score normalized heartbeat segments are
concatenated to form 150 x 150-dimensional representa-
tions. These 2-D ECG images are directly fed to a Con-
volutional Neural Network (CNN) architecture, and an
authentication accuracy of 99.66% was achieved for both
CYBHi and PTB databases. Any information about time
consumption for the proposed system is not given in the
paper. Pereira et al. proposed scalogram-based template
generation for authentication and verified their proposal on
the CYBHi database (Pereira et al. 2022). The authors
initially applied a bandpass filter of degree 4 with cut-off
frequencies of 0.5 and 30 Hz on the ECG signals belonging
to 63 subjects. Then, the heartbeats were segmented using
Nerokit2 (Makowski et al. 2021), and each segment was
subjected to min—max normalization. These normalized
segments were transformed to a 2-D scalogram represen-
tation of size 56 x 56 performing Continuous Wavelet
Transform (CWT) via Morse wavelet with y =3 and
P? = 60. All the scalograms of any subject were concate-
nated to form the corresponding 1 x 188,160-dimensional
template, resulting in a 63 x 188,160-dimensional train-
ing/testing set. Independent Component Analysis (ICA)
was applied with 63 independent components on this set to

reduce the computational cost of the template-matching
algorithm. Finally, a Manhattan distance-based template-
matching algorithm was performed for authentication, and
an accuracy of 98.42% was achieved. The authors state that
they did not perform any time consumption calculation, but
both the scalogram generation and ICA implementation
were time-consuming operations. In another study, Kim
et al. examined a similar process on the MIT-BIH Normal
Sinus Rhythm Database (NSRDB) (Kim et al. 2020b).
Bandpass filtering, median filtering, and first-order
regression analysis were implemented for noise removal,
and heartbeat cycles were detected using the Pan-Tomp-
kins algorithm (Pan and Tompkins 1985) in the study. The
2-D representation of an ECG signal was obtained by
applying linear projection to the pre-processed 1-D signal,
using its amplitude value. An ensemble of CNN architec-
tures was then fed by these 2-D ECG images for authen-
tication, and an accuracy of 98.9% was achieved.
Abdeldayem and Bourlai used spectral correlation analysis
for projecting a 1-D pre-processed ECG signal into its 2-D
representation of size 128 x 128 (Abdeldayem and Bourlai
2020). These images were the inputs of the CNN network
for authentication. The authors verified their proposal on
NSRDB, MIT-BIH Arrhythmia Database, PTB, and many
other ECG databases. Authentication accuracies of 98.7%,
96.5%, and 94.7% were satisfied on these databases,
respectively. Besides, studies performing statistical (Sri-
vastva et al. 2022; Aleman-Soler et al. 2016; Alonso et al.
2016; Hwang et al. 2021; Zhou et al. 2021), morphological
(Choi et al. 2020, 2021), frequency-domain (Blasco and
Peris-Lopez 2018), and CNN-based (Lei et al. 2016) fea-
ture extraction exist in the literature as well as the studies
did not employ feature extraction (Wieclaw et al. 2017,
Alonso et al. 2016).

The utilization of EMG signals, as well as ECG signals,
in biometric identification studies, has become widespread
in recent years. Lee et al. mooted that people could be
recognized by their walking habits, and in line with this
idea, they examined the EMG signals measured from the
low-limb muscles of 12 subjects (Lee et al. 2017). The root
mean square, mean absolute value, dominant frequency,
integrated EMG signals, and onset time of EMG signals
were the features extracted from the limb EMG signals in
this study. They utilized the Linear Discriminant Analysis
(LDA) classifier with these features and achieved an
overall accuracy of 65.7%. Kim and Pan experienced an
ensemble of time-domain and frequency-domain features
extracted from EMG signals for simultaneous motion and
personal recognition (Kim and Pan 2017). They verified
their proposal on two databases: a self-acquired EMG
dataset and a publicly available UCI dataset. Their self-
acquired dataset consists of 4 subjects’ EMG signals
measured from the extensor carpi radial and the flexor carpi
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ulnaris at two channels, under making a fist, rotating the
wrist, and raising the hand movements. Waveform length
was used for time-domain feature extraction, while a non-
uniform filter bank was applied for frequency-domain
feature extraction. Besides, principal component analysis
(PCA) and LDA were performed for dimension reduction.
Euclidean distance, Support Vector Machines (SVM), and
k-nearest neighbor classifiers were used for classification in
the study, and the highest personal recognition accuracy is
stated as 85% on the self-acquired dataset using the
Euclidean distance classifier, while it is 88.66% on the UCI
dataset. It is also indicated that simultaneous motion
recognition succeeded with accuracies of 95% and 84.66%
on the self-acquired and UCI datasets, respectively, by
following the same process. Shin et al. collected forearm
EMG signals under making a fist, opening hand, and wrist
shaking up/down tasks (Shin et al. 2017). Low-pass, high-
pass, and notch filters with cut-off frequencies of 200 Hz,
0.5 Hz, and 60 Hz, respectively, were applied to the sig-
nals for noise removal. Statistical feature extraction was
realized on the filtered signals, and 5-dimensional feature
vectors were constructed, including variance, mean, zero-
crossing, length, and median frequency of the signals. It is
stated that authentication was realized with an accuracy of
81.6% when these features were used in an artificial neural
network. Shioji et al. reported that they could simultane-
ously achieve hand motion recognition and personal
authentication with an accuracy of ~ 94.5% for each,
using the eight-channel EMG signals measured from eight
subjects’ wrists while they were performing Japanese
Janken gestures: “paper,” “scissors,” and “rock” (Shioji
et al. 2018). Feature extraction and authentication were
realized using a CNN model in the study. The authors also
state that they could authenticate individuals with an
accuracy of 96.7% using the EMG signals collected during
performing only “paper” motion (Shioji et al. 2017). Lu
et al. utilized a 2-D representation of EMG signals for
personal identification (Lu et al. 2019). The 1-D EMG
signals of length 300 were collected from 21 subjects’ right
forearms through eight channels using the Myo Armband
device. The CWT via Mexican Hat wavelet was applied to
these signals to get their 2-D representations of size
32 x 300. Then, a CNN architecture was employed for
both time—frequency domain feature extraction and clas-
sification. The authors state an accuracy of 99.203% fol-
lowing this process. In their posterior study, the authors
pre-processed the data they collected in Lu et al. (2019) by
applying a four-level discrete wavelet transform via the
Daubechies wavelet and obtained five subbands of each
channel (Lu et al. 2020). Statistical feature extraction
(variance, standard deviation, and root mean square value)
was realized on each subband, resulting in 120-dimensional
feature vectors (8 channel x 5 subbands x 3 features) for
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each subject. An accuracy of 99.206% is indicated when
ExtraTreesClassifier was used for identification. Li et al.
proposed using surface EMG-based biometric information
to improve the security of pattern unlock (Li et al. 2020).
The authors collected 20 trials of EMG signals from 10
subjects on the flexor digitorum superficialis muscle of the
forearm. The signals were high-pass and notch filtered for
artifact and power-line noise removal, and filtered signals
were partitioned into 2-s duration segments. Time-domain
statistical feature extraction was realized from each seg-
ment resulting in 55-dimensional feature vectors of each
subject by concatenating the mean absolute value, vari-
ance, high-order temporal moment, mean square root, root
mean square, log detector, waveform length, difference
absolute standard deviation value, and a number of zero-
crossings of each segment. The classification was realized
by SVM and local outlier factor classifiers and concluded
with accuracies Fl-scores of 0.97653 and 0.98202,
respectively. Khan et al. proposed biometric authentication
using the EMG signals of speech (Khan et al. 2020). A
dataset of 10 subjects was acquired by measuring the EMG
signals from the neck. These signals were segmented into
10-s duration segments which were then subjected to
empirical mode decomposition for artifact and noise
removal. Both time and frequency-domain feature extrac-
tion were performed on the pre-processed segments. The
feature vectors consisting of Shannon energy, mean fre-
quency, power bandwidth, peak to root mean square, 4th,
5th, 9th, 10th, and 12th coefficients of Chroma, zero-
crossing rate, complexity factor, Higuchi fractal dimension,
sparseness, irregularity factor, simple square integral,
spectral roll-off, spectral flatness, spectral crest, and spec-
tral spread were introduced to the quadratic SVM classifier,
and an accuracy of 95.3% was achieved in the study. In
another study, Morikawa et al. examined EMG signals
measured from lips for personal authentication but con-
cluded with a very low accuracy value is stated in the study
(Morikawa et al. 2018). Pleva et al. practiced EMG signals
for computer system user identification (Pleva et al. 2022).
The authors collected forearm EMG signals via the Myo
Armband device from 64 channels while users had been
typing the word “password”. They extracted 13 Mel-fre-
quency cepstral coefficients from each of the 500 ms-du-
ration EMG frames of each user. It is stated that an
identification accuracy of 96.45% was achieved by feeding
a 1-D CNN network with these coefficients. In a similar
study, Jiang et al. collected high-density surface EMG
signals from 22 subjects’ right dorsal hands while entering
finger muscle isometric contraction password (FMICP)
(Jiang et al. 2020). Noise removal and power line inter-
ference attenuation were achieved by an 8th-order
10-900 Hz Butterworth bandpass filter and a 50 Hz Notch
filter, respectively. Finally, the filtered signals were
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segmented into eight 3-s duration tasks. Macroscopic- and
microscopic-level features were extracted from these tasks.
Macroscopic-level features were stated as sample entropy,
spectral entropy, frequency median, waveform length, and
root mean square computed in the time—frequency domain
from each channel, resulting in 320-dimensional feature
vectors per subject. Microscopic-level features were
defined as the concatenation of average firing rates of the
motor unit spike trains of each task and across all tasks
obtained by ICA, resulting in 9-dimensional feature vectors
per subject. Utilizing these features, equal error rates
(EERSs) of 0.0128 and 0.1496 were succeeded when wrong
and correct FMCIPs were entered, respectively.
Identification studies using just RESP signals are rarely
seen in literature. Chauhan et al. proposed a new behavioral
biometric signature based on audio features derived from
an individual’s commonplace breathing gestures (Chauhan
et al. 2017). This authentication mechanism (BreathPrint)
uses the audio signatures associated with the three indi-
vidual gestures: sniff, normal, and deep breathing, which
are sufficiently different across individuals. Using these
three breathing gestures, they developed the processing
pipeline that identifies users via the microphone sensor on
smartphones and wearable devices. Using off-the-shelf
hardware, they experimentally evaluated the BreathPrint
prototype with 10 users, observed over seven days. They
showed that users could be authenticated reliably with an
accuracy of over 94% for all three breathing gestures.
Wang et al. presented a Multi-user Authentication system
(M-Auth), for capturing the user’s unique breathing pattern
that employs a single COTS mmWave radar which exploits
the phenomenon that radio frequency signals are affected
by chest displacements due to breathing (Wang et al.
2022b). They proposed a signal energy comparison method
to eliminate irrelevant body movements for preserving
fine-grained respiration traits. Then, they developed a
feature selection pipeline to elicit the most informative
features and trained a machine learning-based classifier to
identify each user. To eliminate repetitive and less infor-
mative features, they used the Recursive Feature Elimina-
tion (RFE) method to analyze the extracted features.
Specifically, they used a linear kernel SVM classifier as the
estimator for RFE. The classifier was trained by starting
with all 70 features via fivefold cross-validation. Extensive
experiments involving 37 participants (17 females and 20
males) whose ages range from 19 to 35 demonstrated that
M-Auth is effective in verifying legitimate users and
thwarting spoofing attacks, with an authentication accuracy
of over 96% and an attack detection rate of over 95%. Liu
et al. proposed a continuous user verification system, which
re-uses the widely deployed WiFi infrastructure to capture
the unique physiological characteristics rooted in the user’s
respiratory motions (Liu et al. 2020). They extracted the

respiration-related signals from the channel state informa-
tion of WiFi. Then they derived the user-specific respira-
tory features based on the waveform morphology analysis
and fuzzy wavelet transformation of the respiration signals.
Additionally, a deep learning-based user verification
scheme was developed to identify legitimate users accu-
rately and detect the existence of spoofing attacks. Exper-
iments involving 20 participants (14 males and 6 females,
aging from 21 to 32) demonstrate that the proposed system
can verify users with high accuracy (over 91%) and is
resilient to spoofing attempts.

Studies using only the GSR signal in the literature have
generally been applied to stress/emotion/cognitive load
detection (Kim et al. 2020c; Ayata et al. 2017; Setyohadi
et al. 2018; Acevedo et al. 2021; Nourbakhsh et al. 2017;
Tiwari and Agarwal 2021; Goshvarpour and Goshvarpour
2020), and distraction identification (Dehzangi et al. 2018).

The related literature also includes studies that support
using multiple signals to increase identification accuracy.
Alonso et al. used ECG, EMG, Hand GSR, airflow, tem-
perature, and pulse oximetry signals for biometric
authentication (Alonso et al. 2016). The authors realized
this study using both the raw signals they collected from 25
subjects and the features extracted from these signals. They
constructed a 12 x 1-dimensional feature vector consists
of mean and skewness of oxygen saturation, mean and
kurtosis of pulsioximetry, entropy and standard deviation
of EMG, kurtosis of pulse, a standard deviation of airflow,
a standard deviation of temperature, mean, standard devi-
ation, and kurtosis of ECG signals. After all, PCA is
applied to the feature vectors for dimension reduction.
A True Positive Rate (TPR) of 40% was achieved when the
linear SVM classifier was trained by the raw signals while
using the 12 x 1-dimensional feature vectors increased
this rate to 64%. Besides, if dimension-reduced features
were utilized, TPRs of 84% and 92% succeeded with
10 x 1- and 9 x 1-dimensional feature vectors,
respectively.

Blasco and Peris-Lopez examined the coexistence of
photoplethysmography (PPG), ECG, Hand GSR, and
accelerometer features for authentication (Blasco and
Peris-Lopez 2018). These signals were self-acquired from
25 subjects and pre-processed by applying DC removal and
bandpass filtering between 0.67 and 45 Hz for noise
removal in the study. A feature vector of size 292 x 1 for
each subject was constructed by concatenating the 32
Fourier Transform and 64 Walsh-Hadamard Transform
lower coefficients of PPG, ECG, and accelerometer signals
with mean, standard deviation, maximum, and minimum
values of the Hand GSR signal. A Gaussian Mixture Model
(GMM) was used for classification, and 0.99 area under the
curve and 0.02 EER was reported in the study.
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Although it is mostly preferred, in biometric systems,
heart rate fluctuations observed in ECG signals due to
physiological and/or psychological conditions adversely
affect the identification performance. Therefore, it is
thought that systems that ignore this mentioned negative
effect or that are verified on ECG signals collected under a
single state would not be reliable to run in real-life con-
ditions. Hence, recent studies focus on eliminating this
effect for increased identification accuracy. Zhou et al.
proposed a feature extraction scheme for an ECG-based
authentication system that addresses the shortcomings of
conventional systems realized under the same psychologi-
cal conditions (Zhou et al. 2021). Hence, they measured
ECG signals from 23 subjects under three stress levels.
They performed median filtering, a 4th-order zero-phase
30 Hz Butterworth high-pass filter, and a bandpass filter
between 5 and 15 Hz for baseline drift, noise, and artifact
removal, respectively. The Pan-Tompkins algorithm (Pan
and Tompkins 1985) was performed for R-peak detection,
and 25-dimensional statistical Heart Rate Variability
(HRV) features were extracted from the detected RR
intervals. The HRV features were processed via GMM in
order to reduce the effect of stress on these features. The
authors defined this process as manual feature extraction.
Besides, they realized automatic feature extraction using a
1-D CNN architecture. Authentication was realized using
the ensemble of manual and automatic features via the
SVM classifier and concluded with 97% accuracy. Choi
et al. proposed a fusion normalization of ECG signals in
order to match the post-exercise fiducials with the pre-
exercise ones, thus improving the post-exercise authenti-
cation accuracy (Choi et al. 2020, 2021). The authors
collected ECG signals from 100 subjects under rest-exer-
cise-rest conditions. Morphological feature extraction was
realized on the pre-processed post-exercise ECG signals,
and authentication was satisfied with 98% accuracy via
long short-term memory (LSTM) classifier. Hwang et al.
proposed a nonlinear normalization to attenuate the effect
of changes in heart rate to improve ECG-based authenti-
cation performance using ECG signals (Hwang et al. 2021).
The authors verified their proposal on a self-acquired
database of ECG signals measured from 15 subjects while
they had been resting, listening to calm music, listening to
exciting music, watching a relaxed video, watching a scary
video, and exercising. They applied a 60 Hz Notch filter, a
3rd-order 0.5 Hz Butterworth high-pass filter, and wavelet
decomposition for power line interference, baseline wan-
dering, and artifact suppression, respectively. Then, they
segmented the cardiac cycles as described by Martinez
et al. (2004). As the final step of pre-processing, they
applied a nonlinear normalization, based on the cardiac
cycle, before the heart rate changes. Authentication was
realized via the Gaussian SVM classifier using
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29-dimensional fiducial features. The authors reported
99.05% accuracy when the rest-state-measured ECG sig-
nals were used, while an accuracy of 88.14% was achieved
when all-state ECG signals were used. They succeeded
with 93.55%, 90.87%, and 76.15% accuracies when signals
measured while listening to calm music and watching a
scary video, listening to exciting music and watching a
relaxed video, and exercising were used, respectively. In
line with these results, the authors claimed their proposal to
be convenient to use for ECG-based authentication systems
in various physical conditions.

The driver identification systems using the ECG signals
also face the case in point. Choi et al. proposed an adaptive
driver-specific threshold filtering-based normalization to
reduce normalization-caused morphological feature dis-
tortion and motion artifacts due to the driving environment
for an increased identification performance (Choi et al.
2021). The authors verified their proposal on a self-ac-
quired dataset of ECG signals belonging to 100 subjects
collected on the steering wheel, seat belt, and gear rod.
Bandpass and moving-average filters were applied to the
signals for noise removal, and zero calibration was per-
formed for baseline wander suppression. The zero-cali-
brated signals were then segmented into cycles by fiducial
point segmentation using the R-peaks detected by the Pan-
Tompkins algorithm (Pan and Tompkins 1985), and
adaptive filter-based normalization of each cycle was
realized. The LSTM classifier was examined using these
cycles, and a 95.4% accuracy of identification was
achieved. In another study of the authors, they used the 2-D
spectrograms of each cycle segmented in (Choi et al. 2021)
in a CNN network and achieved an identification accuracy
of 97.1% (Choi et al. 2022b). Choi et al. proposed a driver
identification system and verified their system using the
ECG and EMG signals of 6 subjects belonging to the MIT-
BIH PhysioNet Multi-parameter Database (Choi et al.
2022a). They utilized the 2-D image representations of
these signals obtained by constant Q transform as the CNN
inputs. The authors stated identification accuracies of
84.4% and 98.1% when only EMG and ECG signals were
used, respectively, while an increased accuracy of 98.9%
succeeded when both signals were used. The achieved
accuracy indicates that using multiple signals in addition to
the compensation of HRV concludes with the best identi-
fication performance.

At this point in the literature overview, two important
shortcomings attract the attention of identification studies
using bio-signals: (1) real-life conditions cause heart rate
fluctuations in ECG signals which deteriorate the identifi-
cation accuracy, as may also be valid for other bio-signals,
(2) utilizing multiple signals provides more accurate and
stable systems, but also increase the system complexity.
Addressing these shortcomings in this study, a subspace-
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based feature extraction scheme for driver identification is
proposed using five bio-signals of drivers. Subspace
decomposition is realized via the DCV approach on an
ensemble of celebrated statistical features extracted on the
ECG, EMG, RESP, Hand GSR, and Foot GSR signals.
Thus, the projection of statistical features into a subspace
independent of the changeable stress levels is satisfied.
Moreover, since dimension reduction is achieved by sub-
space decomposition, increased system complexity is also
extenuated even though multiple signals are used. Addi-
tionally, the stress levels of drivers are studied in terms of
their effects on identification in this study. Effects of var-
ious activities on identification are previously studied in the
literature (Hwang et al. 2021), but to the author’s knowl-
edge, this study is the first analysis of the effects of stress
levels on identification.

3 Materials and methods
3.1 Database

The effect of stress on biometry is analyzed using the MIT-
BIH PhysioNet Multi-parameter Database (Goldberger
et al. 2000). This database was prepared by Healey and
Picard (2005), measuring the bio-signals of 17 healthy
volunteer drivers via wearable sensors placed, as shown in
Fig. 1, during three city- and two highway-driving between
two resting states from MIT’s East Garage to River Street
Bridge. The measured ECG and EMG signals were sam-
pled at 496 Hz and 15.5 Hz, respectively, while the sam-
pling frequency is indicated as 31 Hz for Hand GSR, Foot
GSR, and RESP signals (Healey and Picard 2005).

It is stated in the database that drivers have low stress
(LS) levels at rest, while they have moderate stress (MS)
and high stress (HS) levels during highway- and city-
driving, respectively. In addition to the bio-signals, the
database also consists of a marker signal for each driver,
which indicates the crossings between consecutive

EMG

Computer

Foot GSR

Fig. 1 Bio-signal collection (Healey and Picard 2005)

drivings. All these signals for a sample driver are shown in
Fig. 2 as an example of the database.

3.2 Stress-level determination

In this study, a feature extraction process similar to the one
which the author previously introduced for distress recog-
nition of automobile drivers (Isikli Esener 2021) is pro-
posed for a robust driver identification system. This
scheme, for stress-level determination, consists of time-
domain statistical feature extraction on (1) Heart Rate (HR)
signals derived from the ECGs, (2) EMG, (3) RESP, (4)
Hand GSR, and (5) Foot GSR signals followed by subspace
decomposition of these features using the DCV approach
(Isikli Esener 2021). Then, each driver is classified as
having LS, MS, or HS via linear SVM classifier using the
decomposed features. The time-domain statistical features
consist of the maximum, mean, median, standard deviation,
the difference between the maximum and minimum, and
the difference between the median and mean of HR, Hand
GSR, Foot GSR, and EMG signals, root mean square, root
mean quad, and zero-crossing rate of EMG signals con-
catenated by the RESP features. The RESP features are the
minimum, maximum, average, and standard deviation of
the respiration rate, minimum, maximum, and average
breathing durations, difference between the maximum and
minimum breathing durations, minimum, maximum, and
average breathing amplitudes, difference between the
maximum and minimum breathing amplitudes, range,
standard deviation, skewness, and kurtosis computed on the
RESP signals.

highwayl highway2
initial rest cityl city2 city3 final rest
ECG ~ | : .
EMG i *&M.u.ﬂn_Aw )
Foot GSR |1 Mﬂﬂ«%ﬁ A«H«,..M
Hand GSR ' W‘--»ALM. . S N“
HR M [ syt —te B
Marker |, | . J | | S ‘
RESP M.MNW “ w
0 time (second) 5056

Fig. 2 Measured bio-signals for a sample driver (Keshan et al. 2015)
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3.3 Feature extraction

The signals utilized in this paper for biometric identifica-
tion are changeable due to the physiological and biological
effects of stress. Therefore, to characterize the related
changes, time-domain statistical feature extraction on
ECG, EMG, GSR, and respiration RESP signals, similar to
the one introduced in Isikli Esener (2021), is realized.

3.3.1 HR features

It is already known that stress can cause irregular heartbeat
and/or arrhythmia by affecting the heart (Keshan et al.
2015). The frequency and the regularity of the heartbeats
are monitored via the ECG. Hence, HR features are derived
from the ECG signals.

The functioning of a heart is determined by analyzing
the P, Q, R, S, and T waveforms of an ECG, shown in
Fig. 3. The number of R-peaks of an ECG signal indicates
the number of heartbeats, while the duration between any
two consecutive R-peaks is the time between sequential
heartbeats. The terms “dur.” and “amp.” in Fig. 3 refer to
duration and amplitude, respectively. The durations and
amplitudes of QRS complex, Q-wave, and S-wave show
clinical significance in terms of any existence of abnor-
mality. This inference is also observed as the stress level
changes rather than the existence of any abnormality, as
can be seen in the HR signal in Fig. 2. In this paper, it is
analyzed whether this inference can be used for personal
identification. Hence, the same statistical features, charac-
terizing the amplitude changes in ECG signals, in Isikli
Esener (2021) are extracted.

+— QRS dur.
e 3
g 7]
: B
ES
3
R §
/;\ ’Rdur.{ T
afl 1I's
o o
3 3
© ©
b L—
Qdur.
) S dur. i

Fig. 3 Important waveforms on a sample ECG signal (Norland et al.
2019)
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3.3.2 GSR features

Skin conductance measured from the palms and the sole of
the feet can easily change due to any emotional and mental
stimuli since they have a high density of sweat glands. The
amplitude changes of Foot GSR and Hand GSR signals in
different stress levels can be seen in Fig. 2. Moreover, skin
conductance may be correlated with personal characteris-
tics such as stability and lability. In line with this idea,
rather than the personality type, the feasibility of identi-
fying a person using skin conductivity information is
examined in this paper. For this examination, similar sta-
tistical features characterizing the amplitude changes in
Hand GSR and Foot GSR signals extracted for distress
recognition in Isikl1 Esener (2021) are utilized.

3.3.3 EMG features

Stress, distress, and any other emotional or mental stimuli
are known to increase muscular tension, as can be validated
by analyzing the sample EMG signal shown in Fig. 2. This
tension variation between different stress levels is analyzed
in terms of person identification in this paper, by using a
subset of the statistical features extracted in Isikli Esener
(2021). The statistical features extracted from the HR,
Hand GSR, Foot GSR, and EMG signals are given in
Table 1. Most of the time-domain statistical features
extracted from the RESP signals for distress recognition in
Isikli Esener (2021) are used for personal identification in
this paper. These features are given in Table 2.

The mathematical representations of the above-men-

N
tioned features are given in Table 3. The term X in the
table refers to the N-dimensional signal from which fea-
tures are to be extracted.

3.4 Subspace decomposition
3.4.1 Discriminative common vector approach

The discriminative common vector (DCV) of any given
class is a unique vector capable of representing all the
vectors within that class (Cevikalp et al. 2005). The DCV
approach consists of two stages. In the first stage, the

—c
common vector of the cth class, X

com’

is achieved by

.. —c
projecting any of N vectors, X ;, in that class onto the null
space of within-class scatter matrix S, of all S classes.

S-S (F -7 (T ) 0

c=

N

1

c

X, (2)

—c
K i

=2~
'MZ

i=1
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Table 1 Time-domain statistical
features extracted from the HR,
Hand GSR, Foot GSR, and
EMG signals

Table 2 Time-domain statistical
features extracted from the
RESP signals

HR, Hand GSR, Foot GSR, and EMG features

Minimum Maximum
Mean Median
Standard deviation Variance

Difference between maximum and minimum values (maximum-minimum)

Difference between median and mean values (median—mean)

RESP features

Number of breathings Number of breathings
Minimum breathing duration Minimum breathing duration
Maximum breathing duration Maximum breathing duration
Average breathing duration Average breathing duration
Maximum-minimum of the breathing duration Maximum-minimum of the breathing duration
Minimum breathing amplitude Minimum breathing amplitude
Table 3 The mathemat}cal Feature Mathematical representation
representations of the time-
domain statistical features Lo
Minimum min = minimum{?(i)’i =1,2,-- ~N}
Maximum max = maximum{?(i)‘i =12, -N}
N s
Mean p=y 2 X ()
Standard deviation 2
N (P
o= \/ﬁ 2int (X(l) - ﬂ)
Variance =y 2
=t X (X0 - )
Median med — Y(%)
Maximum-minimum max — min
Median-mean |med — y|
Skewness =/ 3
25l (X - n)
Kurtosis N (=, 4
% : Zi:l <X(l) - .“)
Zero-crossing rate (ZCR) ZCR — ﬁ ) vazz (sgn (7(1)) ~sen (Y(l _ 1)>>
- 1,X())>0
Sgn(X(l)) — ) 4()1)_
-1, X (i)<0
Number of breathings Number of zero-crossings
Breathing interval interval from one respiration (one zero-crossing) to another
i 1 1 length(Breathing Interval)
Breathing duration (in ms) 60000 - g (Tmmie)
Breathing amplitude |Breathing Interval|
In the second stage, the discriminative common vector —c N —c _ T
h ¢ . . . Scom = Z X com = Hecom X com — Hcom (3)
of the ¢ class, Q , is obtained by projecting the common =1
—c .
vector X . of that class onto the difference space of the R 1 S e
between-class scatter matrix of the common vectors, Scom, Heom = 5 Z com (4)

which is computed as given in Eq. (3).

c=1

@ Springer



10930

I. Isikli Esener

3.5 Classification
3.5.1 Fisher's linear discriminant analysis

The main idea of the Fisher’s linear discriminant analysis
(FLDA) is to find a projection matrix , onto a subspace
where training samples from different classes are accu-
rately separated by satisfying the Fisher maximization
criterion, J (ﬁ) , which means the between-class variance is
maximized while the within-class variance is minimized

(Fisher 1936).

T
o' -Sp-o
J(@) = ———— 5
( ) ol - Sy - (5)
The terms w, Sg, and Sy in Eq. (5) refer to projection
matrix, between-class scatter matrix, and within-class
scatter matrix, respectively. For an S-class classification
problem, any test vector is assigned to class ¢, so that the
—C —
Euclidean distance, ||Q — Qgl|, between the projected

— . —C
test vector, Q,, to the projected mean vector, Q , of

training samples in class ¢, is minimum. This decision
criterion, K, for the FLDA is formulized as given in
Eq. (6).

. —C —
K= argmln{”Q - QtemH} (6)

1<e<S

3.5.2 Linear discriminant classifier

The linear discriminant classifier (LDC) is a binary clas-
sifier that finds a linear discriminative hyperplane g(?) of

training samples X as given in Eq. (7) (Webb 2002). The
terms @ and @y in this equation are the weight vector and
the bias of the linear hyperplane, respectively.

—>> —T

g(¥) =0 X +w (7)

In the testing stage of the LDC, any test sample X o is
projected onto this hyperplane, and then assigned to class
w; according to the sign of the g(X'eq).

T
g(7test) = ﬁ : 7test + o (8)
— wi, g(?test> >0
Xtest € 9
b { w2, g(Ytest) <0 ( )

3.5.3 Logistic linear classifier

The logistic linear classifier (LLC) defines the linear
hyperplane g(') in Eq. (7) as the logarithm of the rate of
class-conditional probability density function p(X|w;) of

training samples X for each class w; as given in Eq. (10),

@ Springer

and any test sample X 1o 18 classified to the class with the
highest sample-conditional  probability p(wi|7test)
(McLachlan 1992). The terms & and g in Eq. (10) refer
to the weight vector and the bias of the linear hyperplane,
respectively.

-\ =T — o p(W1|?)
g(x)—a) - X + o =log| ——=¢
p(w2[¥)

Assuming equal prior probabilities p(w;) and covariance
matrices for each class, the sample-conditional probability

(10)

density functions of X are computed as:

exp (Eﬂ SX A+ w0>

p(wi[F) = S
1+exp(a) - X —|—wo)

1
1 +exp<6’T : 7+wo)

(11)

p(w2|¥) =

The decision criterion for the LLC can either be for-
mulated as in Eq. (13) or Eq. (14).

(12)

— —T —
g(xtest) =0 - Xiest + 0o = log

p(Wl ‘ﬁest)
p(WZ ‘xiest)
p(wl |xtest)
P(Wz |£lest)

wi, >1 :>p(wl|)_6test) >p(W2|)_C'tesl)

Xiest €
<l= p(WZ |ftesl) > p(Wl |flest)

(13)

(14)

wa,

)—C» c Wi, g(ztest) > 0
et wa, g(ftest) <0

3.5.4 Random forest

A decision tree classifier creates a model for data clustering
by defining simple classification rules (Safavian and
Landgrebe 1991). Following these defined rules in the
training stage, the classification of any test sample is
realized in the test stage. Decision tree classifiers differ
from each other by their strategy for rule definition. The
random forest classifier aims to improve classification
accuracy by constructing multiple decision trees with dif-
ferent strategies in the training stage and combining their
outputs via a majority voting technique in the test stage
(Breiman 2001).

4 Experimental study
In this paper, the previously proposed subspace-based

feature extraction scheme performed on HR, EMG, RESP,
Hand GSR, and Foot GSR signals for stress recognition of
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drivers (Isikli Esener 2021), is studied in terms of bio-
metric identification using the MIT-BIH PhysioNet Multi-
parameter Database (Goldberger et al. 2000). Although this
database consists of bio-signals of 17 drivers, measure-
ments of 10 drivers, whose record names are given in
Table 4, are utilized for the experiments since the rest 7
drivers have missing signals or unclear information about
the signals. The block diagram of the proposed study is
given in Fig. 4.

4.1 Pre-processing

Bio-signals suffer from baseline wander and muscle- and
body movement-related noises. Hence, a noise reduction
process is highly necessary for better feature extraction.
Additionally, R-peak detection on ECG signals is needed to
determine the heart rate and HRV features. Table 5 sum-
marizes these pre-processing operations realized in this
paper. Besides the operations given in this table, all the
signals are partitioned into 1-min-duration windows with-
out overlapping.

4.2 Feature vector construction

The feature extraction is realized on the 1-min-durated
partitions of the pre-processed signals. The 14-min
recordings of each distress level are used in this paper.

The feature vector construction scheme in which sta-
tistical time-domain feature extraction is performed as well
as the features obtained in this way are called “statistical”
in this paper, while the feature vector construction
scheme carried out by applying DCV decomposition on the
statistical features and subsequently obtained features are
called “subspace”.

The distress levels of the drivers are stated as LS, MS,
and HS during rest states, highway-driving, and city-driv-
ing, respectively, in the dataset. Five types of feature
vectors are obtained by the mentioned feature construction
schemes. These are the statistical feature vectors extracted
from the measurements recorded during rest states, high-
way, and city drives, concatenation of overall features, and
subspace features obtained by DCV decomposition on the
concatenation of overall statistical features. The con-
structed feature vectors are given in Table 6.

Table 4 List of drivers whose bio-signals are used in this paper (Is1kl1
Esener 2021)

Record names

drive5

drivelO

drive6
drivell

drive7
drivel2

drive9
drivel6

drive8
drivel5

4.2.1 Statistical feature vector construction

The time-domain statistical features given in Tables 1 and
2 are extracted from the per-minute partitions of each
measurement. Then, these feature vectors of each signal are
concatenated, forming the resultant 44-dimensional statis-
tical feature vector for each partition of each driver. This
scheme is described in Table 7.

4.2.2 Subspace feature vector construction

The subspace feature vector of each driver is constructed as
9-dimensional vectors obtained by the DCV decomposition
on his statistical feature vector.

4.3 Classification

The biometric identification of automobile drivers in this
paper is a ten-class classification problem and is achieved
via both statistical and subspace feature vector construction
processes. The classification scheme consists of experi-
ments performed using FLDA, LDC, LLC, and RF clas-
sifier via a fivefold cross-validation technique. It means
that features extracted from 11-min records (80%) and the
remaining 3-min records (20%) of each driver are used as
training and test data, respectively, in each fold.

4.4 Performance evaluation

The performance of statistical and subspace feature
extraction schemes for biometric identification are indi-
vidually evaluated in this paper. Besides, the effect of
stress level on biometric identifiability is also commentated
by analyzing the outcomes achieved by using feature
vectors extracted on each signal type and during each stress
level separately. These outcomes are given in terms of
sensitivity (SNS), specificity (SPC), Positive Predictive
Value (PPV), Negative Predictive Value (NPV), False
Positive Rate (FPR), False Negative Rate (FNR), False
Discovery Rate (FDR), False Omission Rate (FOR), and
accuracy (ACC) metrics. These metrics are computed on
the total confusion matrices of each experiment by using
the mathematical expressions given in Table 8. The total
confusion matrix of an experiment is constituted as the sum
of confusion matrices computed in each fold of this
experiment.

5 Results and discussion
In this paper, biometric identification of automobile drivers

is implemented, and outcomes of this implementation are
interpreted in terms of the feature vector construction

@ Springer
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Fig. 4 Block diagram of the

proposed study ECG
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Table 5 Pre-processing procedure

Signal Operation Parameters
ECG Bandpass filter Low cut-off frequency: 0.5 Hz
High cut-off frequency: 4 Hz
ECG R-peak detection and HR signal derivation Inverted second derivative method (Zhang et al. 2012)
GSR Butterworth bandpass filter Low cut-off frequency: 0.1 Hz
High cut-off frequency: 1 Hz
Respiration Moving-average filter Cut-off frequency: 1 Hz
Low-pass filter
EMG Butterworth low-pass filter Cut-off frequency: 500 Hz

process, effects of stress level on authentication, and how
well the signals were a good biomarker for identification.
Related experiments are carried out using the MATLAB®
tool on a computer with I15-7200U at 2.5 GHz and 8 GB
memory.

Initially, the 132-dimensional overall statistical features,
given in Table 6, are used for identification via the FLDA,
LDC, LLC, and RF classifiers. The average performance

@ Springer

evaluation metrics achieved in this experiment, given in
Fig. 5, point to the identification power of the statistical
features by a maximum accuracy of 98.30% using the RF
classifier.

Although almost 100% accuracy and specificity are
achieved in this case, relatively low sensitivity is caused by
the FNs. False negativity of any class is a measure of how
often that class is misclassified into a different class.
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Table 6 Feature vector construction processes

Construction scheme Feature type Dimension
Statistical Rest state features 44 x 1
Highway drive features 44 x 1
City drive features 44 x 1
Overall features 132 x 1
Rest state features
= | Highway drive features
City drive features
Subspace Overall features 9x1

Table 7 Statistical feature vector construction for driver identification

100
90
80
70
60
50
40
30
1 Ty
10
0 i _ i
SNS SP(‘ I’PV NPV FPR FNR FDR FOR ACC
®FLDA ®LLC ®mLDC

Fig. 5 The performance evaluation metrics achieved using the
statistical feature vectors

The total confusion matrix computed in this experiment
is given in Table 9, where rows and columns indicate the
actual and predicted classes, respectively. This table clearly

Statistical feature vector construction

HR/Hand GSR Foot GSR/EMG features

RESP features

Statistical feature vector

8 x 1 for each signal
Minimum
Maximum

Mean

Median

Standard deviation
Variance
Maximum-minimum

Median—-mean

12 x 1

44 x 1

Number of breathings

Minimum breathing duration
Maximum breathing duration
Average breathing duration

Maximum-minimum of the breathing duration

HR Features
Hand GSR Features
Foot GSR Features

EMG Features
RESP Features

Minimum breathing amplitude

Maximum breathing amplitude

Average breathing amplitude

Maximum-minimum of the breathing amplitude

Standard deviation

Skewness

Kurtosis

Table 8 Mathematical
representations of the
performance evaluation metrics

Performance evaluation metrics

Mathematical representations

TP: True Positive TN: True Negative FP: False Positive FN: False Negative

Sensitivity (SNS)
Specificity (SPC)

Positive predictive value (PPV)

Negative predictive value (NPV)

False positive rate (FPR)

False negative rate (FNR)

False discovery rate (FDR)

False omission rate (FOR)

Accuracy (ACC)

%SNS = THFN -100
%SPC = mm -100
%PPV = TMP -100
%NPV = m 100
9%FPR = FMN -100
9%FNR = TM,N -100
%FDR = TMP -100
%FOR = - 100
%ACC = B IN_. 100
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Table 9 Total confusion matrix computed using the statistical feature
vectors

Drive 5 6 7 8 9 10 11 12 15 16
5 15 0 0 0 0 0 0 0 0 0
6 0 15 0 0 0 0 0 0 0 0
7 0 2 13 0 0 0 0 0 0 0
8 0 0 0 130 0 2 0 0 0
9 0 0 0 1 14 0 0 0 0 0
10 0 0 0 0 0 15 0 0 0 0
11 0 0 0 4 0 0 9 0 2 0
12 0 0 0 0 0 0 0 15 0 0
15 0 1 0 0 0 0 0 0 14 0
16 0 0 0 0 1 0 0 0 0 14

shows that the sensitivity will substantially increase if the
number of FNs could be decreased. This inference is ver-
ified when subspace features are utilized in the second
phase of the study.

The graphics in Fig. 6 explain the improvement of the
performance evaluation metrics when subspace features are
used regardless of the classifier. Analyzing the results
achieved via the RF classifier, it is explicitly seen that the
number of FNs is reduced to zero resulting in 0% FNR and
FOR, while an SNS and an NPV of 100% are satisfied.
Similarly, the decrement of FPs to zero provides an
increment in SPC and PPV to 100%, along with the
decrement in FPR and FDR to 0%. Consequently, bio-
metric identification is realized 100% accurately using the
subspace features. The same results are also achieved when
the LLC classifier is used.

Analysis of the time costs of the realized experiments
shows that the execution time for subspace feature vector
construction is approximately 7.74% longer than for the
statistical scheme. Nevertheless, a decrement of 14.20%
and 59.41% in classification time is determined when the
RF and LLC classifiers are used, respectively. Therefore,
the use of the subspace features is found to shorten the
overall process by 11.31% and 33.46% when RF and LLC
classifiers are utilized, respectively. The time consumption
comparison of the realized experiments is given in
Table 10.

The driver identification studies in the literature can be
researched under two categories using: (1) on-board sensor
data and (2) bio-signals. The studies using on-board sensor
data perform identification by analyzing the behavior of
drivers (Jafarnejad et al. 2017; Miyajima et al. 2007; Wu
and Ye 2009; Rahim et al. 2020; Kwak et al. 2020; Mekki
et al. 2019; Marchegiani and Posner 2018; Nishiwaki et al.
2007; Fung et al. 2017; Burton et al. 2016; Zhao et al.
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Fig. 6 Comparison of performance evaluation metrics achieved using
the statistical versus subspace feature vectors via the a FLDA b LDC
¢ LLC d RF classifiers

2022). The proposed process in this study is found to be
more successful with 100% accuracy than studies men-
tioned above using on-board sensor data with a maximum
of 96% accuracy (Rahim et al. 2020).

In the case of bio-signal utilization, the results achieved
for driver identification using statistical and subspace fea-
tures are compared with the related literature in Table 11.
These studies, except (Choi et al. 2021), use only the ECG
signals for identification. Silva et al. (2012) and Santos
et al. (2018) did not consider heart rate fluctuations under
various conditions, which is a questionable case in the
literature for its applicability in real-life conditions (Choi
et al. 2020, 2021; Hwang et al. 2021). From this perspec-
tive, the studies introduced by Choi et al. (2021, 2022b) are
more relevant to this paper. These studies achieved accu-
racies of 95.4% and 97.1%, which are lower than the
accuracy succeeded by the proposed process.
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Table 19 The time consumption Execution time (s)
comparison of the realized
experiments Statistical feature vectors Subspace feature vectors
Feature vector construction 5.1609 5.5602
Classifier RF LLC RF LLC
Classification 34.0243 8.1935 29.1913 3.3259
Overall 39.1852 13.3544 34.7515 8.8861
Table 11 Comparison of the proposed system with the driving identification systems using bio-signals in the literature
References  Database Bio-signal Number of  Method Accuracy
subjects (%)
Silva et al.  Self-acquired ECG 32 Euclidean distance 70
(2012) classifier
Santos et al. MIT-BIH PhysioNet Multi- ECG 5 Fiducial feature extraction 95.8
(2018) Parameter Database RF classifier
Choi et al.  Self-acquired ECG 100 Adaptive filter-based 95.4
(2021) normalization
LSTM classifier
Choi et al. ~ MIT-BIH PhysioNet Multi- ECG 6 2-D CQT conversion 98.1
(2022a) Parameter Database EMG CNN 84.4
Multiple signals: ECG and EMG 98.9
Choi et al.  Self-acquired ECG 100 2-D spectrogram 97.1
(2022b) transformation
CNN
This paper ~ MIT-BIH PhysioNet Multi-  Multiple signals: ECG, EMG, Hand 10 Time-domain statistical 98.30
Parameter Database GSR, Foot GSR, and RESP feature extraction
RF classifier
Subspace-based feature 100.00
extraction
RF classifier (proposed)
ECG Time-domain statistical 93.71
EMG feature extraction 95.10
Hand GSR RF classifier 92.16
Foot GSR 98.55
RESP 95.98

Besides these, Choi et al. (2022a) presented a higher
accuracy for driver identification than achieved using a
single bio-signal when they used multiple signals in their
proposed system to eliminate heart rate fluctuations in ECG
signals. Although highly accurate systems are proposed,
Choi et al. used the LSTM and CNN structures in the
classification stage (Choi et al. 2021, 2022a, b), which
theoretically have more complexity than the RF classifier
utilized in this study. Besides the theoretical complexity of
the pre-processing and classification methods used by Choi
et al. the dimensions of the data they used as the inputs of
CNN and LSTM architectures (50 x 50 and 65 x 23) are
relatively higher than the RF input size, 9 x 1, used in the

proposed process. These reveal the difference and superi-
ority of this study to the literature not only in terms of
accuracy but also complexity and computational cost per
subject.

The effect of stress level on identification is analyzed by
using the 44-dimensional statistical feature vectors in
Table 7, extracted from the bio-signals measured during
different stress levels separately in the classification pro-
cess using the RF classifier. It is seen that, from the suc-
ceeded performance evaluation metrics given in Fig. 7,
bio-signals measured when the subject is under low stress
are more successful in biometric identification. The sensi-
tivity, rather than the accuracy, of the system is found to
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Fig. 7 The performance evaluation metrics achieved via the RF
classifier, using the statistical feature vectors of each stress level

decrease considerably as the stress level increases. The
reason for this decrement is examined through the incre-
ments in FPR and FNR, and it is concluded with higher
false negativity provoked by the higher stress levels.

Finally, the identification ability of each bio-signal is
analyzed by using the corresponding statistical features
given in Table 7 during each stress level. Figure 8 shows
the identification accuracies achieved in this analysis using
the RF classifier. The “ALL SIGNALS” features in the
figure refer to the 44-dimensional statistical features in
Table 7, while the “OVERALL” feature of any signal is
the 132-dimensional statistical feature constructed as given
in Table 6. It is clear from the figure that the Foot GSR
signal is a better biomarker for identification than other
signals and even the concatenation of them.

6 Conclusions

Biometric identification using physical biometrics has
become widespread, especially in security applications,
because of the inseparability of the identifier from a person
and the impossibility of creating a fake identifier. A similar
process for feature extraction to the one which the author
has previously introduced for drivers’ distress recognition
(Isikli Esener 2021) is proposed for biometric identification

100 93.71 98.5598.15  95.1096.50 95.9895.98  98.3097.77
91.27 16596

90

80

70
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50

40

30

20

10

0

Hand GSR  Foot GSR RESP ALL
SIGNALS
BOVERALL ®REST ®=HIGHWAY DRIVE = CITY DRIVE

Fig. 8 Identification accuracies achieved via the RF classifier, using
the statistical feature vectors extracted from each type of signal
measured during each stress level

@ Springer

in this paper. The ECG, EMG, RESP, Hand GSR, and Foot
GSR signals in MIT-BIH PhysioNet Multi-parameter
Database are used to verify the proposed process. This
process consists of time-domain statistical feature extrac-
tion and a subspace-based feature selection using the DCV
approach. The use of the DCV approach both satisfies the
projection into a subspace independent of the measurement
environment and dimension reduction, which reduces the
system complexity. The driver identification system pre-
sented in this paper is implemented by a ten-class classi-
fication problem. A maximum accuracy of 98.30% is
achieved by utilizing the 132-dimensional time-domain
statistical features, while it is increased to 100% by using
the 9-dimensional subspace features. In addition to this
increment in accuracy, an 11.31% reduction in execution
time is satisfied. Comparing these results with the related
literature explicitly indicates that the proposed process
successfully meets the shortcomings of the identification
studies using bio-signals.

Besides, the stress levels of drivers are studied in terms
of their effects on identification, and it is concluded that
increased stress level causes increased false negativity and
hence decreased accuracy. This outcome reveals the pos-
sibility of driver identification being achieved simultane-
ously by the same process previously proposed for distress
recognition. Thus, it will be possible to realize driver-
customized infotainment and vehicle security applications
using a single system. The stress-related studies in the
literature are conducted on how stress can be used as a
biomarker for the diagnosis of any disease (Alagendran
et al. 2022), and which biomarkers can determine the level
of stress (Liew et al. 2016; Betti et al. 2018; Isikli Esener
2019, 2021; Igbal et al. 2021; Nath and Thapliyal 2021;
Azgomi et al. 2021; Azgomi and Faghih 2022; Momeni
et al. 2022). Hence, the analysis of the effects of stress
levels on identification indicates one of the novelties of this
paper.

Finally, analyzing all features separate from each other,
the Foot GSR signal is determined as being more sensitive
to identification among other signals with an accuracy of
almost 98% using both feature sets. This outcome shows
that the proposed scheme is capable of carrying out person
verification using only one wearable technology without
the need for any other equipment. Furthermore, although
skin conductance is studied in the literature for stress-level
detection (Isiklt Esener 2019, 2021; Igbal et al. 2021;
Momeni et al. 2022), stress regulation (Azgomi et al. 2021;
Azgomi and Faghih 2022), cognitive load monitoring
(Gjoreski et al. 2021), analyzing psychophysiological
reactions (Spelt et al. 2022; Fanti et al. 2022; Wiltshire
et al. 2022; Han et al. 2022; Chong et al. 2022; Pineau et al.
2022; Wang et al. 2022c), predicting antidepressant
response (Pineau et al. 2022), and emotion recognition
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(Cosme et al. 2022; Centifanti et al. 2022; Baldini et al.
2022), it is not common to use the Foot GSR signal for
biometric identification. This indicates another novelty of
this paper.
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